
Internal Audit Progress 2019-20

Name of Committee  Audit and Scrutiny
Date 25th October 2019

Report Author Elaine Standen

Job title Finance Manager

Contact Details Elaine.standen@beacons-npa.gov.uk

Purpose of Report To update the Committee on progress on the internal 
audit programme for the year and the revised Internal 
Audit Plan

List of  Enclosures 1) Internal Audit Block 1 report – TIAA
2) Internal Audit progress monitoring – TIAA

Recommendation(s) That the contents of the report and outstanding 
management actions are accepted.

1.1 Introduction or Background
This is year 2 of a three-year internal audit service level agreement with TIAA to provide 
internal audit services.  The revised programme of work for the year was approved by the 
Committee in July.

1.2 Audit reports

The following audits were completed in July 2019.  The final report with agreed management 
actions is attached.  The findings and actions are summarized below.

The more urgent recommendations are priority 2; there are no priority 1 recommendations.  
The recommended actions which have not yet been completed are identified in a table in 
section 1.4 of this report.

Rec. Risk Area Finding Recommendation Priority Management

Comments

Implementation

Timetable

(dd/mm/yy)

Responsible

Officer

(Job Title)

Human Resources 



Rec. Risk Area Finding Recommendation Priority Management

Comments

Implementation

Timetable

(dd/mm/yy)

Responsible

Officer

(Job Title)

3 Compliance The HR Officer must log 
the staff absences on 
the Cardiff City Council 
payroll system 'SAP'. 
From the sample of 10 
absences reviewed, one 
was not found on ‘SAP’ 
for one staff member. 
No explanation was 
provided for its 
omission.

All staff absences be 
recorded on 'SAP' 
and reconciled back 
to the notification for 
completeness.

2 1 Absence was 
recorded in the 
following month.  
Sickness forms need 
to be provided 
promptly to HR 
Officer to enable 
early upload – action 
all line managers.

immediate Line managers, all 
staff

1 Directed Brecon Beacons 
National Park has a 
Sickness and Absence 
Management Policy 
which was last updated 
in 2010.

The Sickness and 
Absence 
Management Policy 
be updated.

3 Policy has been 
revised but had not 
been uploaded.  HR 
Officer to ensure it is 
available to all 
managers and staff.

Immediate HR officer

2 Compliance A return to work 
interview is required 
for all absences in 
excess of seven days. 
There was no evidence 
that an interview had 
taken place for one of 
the sample of 10 staff 
selected following a 
two week absence.

A Return to Work 
Interview be held for 
all staff returning 
from absences of 
greater than seven 
days.

3 Managers should 
carry out an 
interview as per 
current policy.  
Reminder to be 
issued by HR Officer.

Immediate Line Managers/ HR 
Officer



Rec. Risk Area Finding Recommendation Priority Management

Comments

Implementation

Timetable

(dd/mm/yy)

Responsible

Officer

(Job Title)

4 Directed Brecon Beacons 
National Park does not 
have a recruitment 
policy. A Recruitment 
Policy would ensure a 
consistent approach to 
the recruitment and 
selection of staff and 
correct authorisation 
throughout the 
process. To ensure 
appropriate 
implementation of the 
policy, it should be used 
in conjunction with the 
recruitment procedure.

A Recruitment Policy 
be drafted, approved 
and implemented.

3 This was under way 
when the HR 
Manager departed –
a draft policy will be 
prepared for the 
October CGT.  
Equality and GDPR 
would be relevant.

Draft 
approved by 
31/10/19, SMF 
by 30/11/19.

Approved by 
the Authority 
by 31/12/19.

HR Officer, CGT

5 Directed Brecon Beacons 
National Park has a 
proposed Recruitment 
Procedure that contains 
a flow chart showing 
how to advertise and 
appoint internally and 
externally. However, 
this Procedure has not 
been finalised.

The Proposed 
Recruitment 
Procedure be 
finalised. 

3 This was under way 
when the HR 
Manager departed – 
HR Officer would 
prepare and make 
available to 
managers for 
information.  Not 
part of the policy.

By 31/10/19 HR Officer

6 Directed The Pay and Allowances 
Staff Expenses Policy 
was last updated in 
2010.

The Pay and 
Allowances Staff 
Expenses Policy be 
reviewed and 
updated as 
necessary.

3 Suggest the policy is 
reviewed and any 
amendments are 
submitted to the 
October meeting of 
CGT.  

By 31/10/19 HR Officer and 
Finance Manager

Rec. Risk 
Area

Finding Recommendation Priority Management
Comments

Implementati
on

Timetable
(dd/mm/yy)

Responsible
Officer

(Job Title)

Business Continuity Planning



Rec. Risk 
Area

Finding Recommendation Priority Management
Comments

Implementati
on

Timetable
(dd/mm/yy)

Responsible
Officer

(Job Title)

7 Operati
onal

The Business Continuity 
Strategy was prepared 20th 
September 2010 by the IT & 
Systems Manager.  The 
Strategy was set to be 
reviewed on a five yearly 
basis but has not been 
reviewed since the date of 
inception.

The Brecon 
Beacons 
National Park 
Authority 
Business 
Continuity 
Strategy be 
reviewed and 
approved by the 
Corporate 
Governance 
Team and the 
Authority.

2 Agreed 31 
December 

2019

Systems and 
Performance 
Manager

10 Operati
onal

Business Impact analysis is 
not currently being 
performed by the 
organisation.  Business 
Risks are identified within 
the Corporate Risk register 
but no granular scenario 
planning for specific events 
such as BREXIT in the 
short term or longer term 
events such as agricultural 
disease outbreaks, 
terrorism or Cyber- attack 
for instance, have been 
evaluated.

Business Impact 
Analysis be 
performed for 
potential high 
risk business 
continuity 
scenarios.

2 After discussion at CGT 
it was agreed that 
detailed scenario 
planning is not 
appropriate given the 
resources available to 
the Authority.  

N/A N/A



Rec. Risk 
Area

Finding Recommendation Priority Management
Comments

Implementati
on

Timetable
(dd/mm/yy)

Responsible
Officer

(Job Title)

11 Operati
onal

Each area of the Authority 
has specific support 
requirements, Park 
Wardens have different 
requirements to HR in the 
event of business 
discontinuity.  However, 
with the exception of the 
ICT department, there are 
no Pro-forma Departmental 
Logs containing specific 
information including key 
contacts, key suppliers, 
staff accessibility, critical 
systems and the maximum 
downtime period 
documented within the 
plans.

Each area of the 
organisation be 
required to 
maintain a log 
containing 
specific 
information 
including key 
contacts, key 
suppliers, staff 
accessibility, 
critical systems 
and the 
maximum 
downtime period 
of those 
systems.

2 Key managers should 
be required to ensure 
that up to date service 
continuity information 
relevant to their work 
area is maintained and 
accessible to other 
team members and 
their Director/CEO.

Director/CEO to 
designate key 
managers.

31/3/19

31/12/19

CEO/Delivery 
Director

13 Operati
onal

The Business Continuity 
Plan (BCP) is a dynamic 
document and needs to be 
kept up to date.  The 
Authority has two 
documents which form the 
BCP, a Communications 
Plan and a Disaster 
Recovery Spreadsheet and 
both documents need to be 
updated.

The Disaster 
Recovery and 
Communications 
Plans be 
updated annually 
or as key 
changes take 
place.

2 Agreed – S&P Manager 
to convene a meeting of 
key staff.

Ongoing Systems and 
Performance 
Manager

14 Operati
onal

Informal reporting 
arrangements are in place 
in the event of a business 
continuity occurrence.  
There is no guidance to 
identify trigger points of a 
business continuity event 
that would necessitate the 
implementation of the 
Business Continuity Plan.

When business 
impact analysis 
is performed the 
trigger points at 
which an 
incident 
becomes a 
business 
continuity 
occurrence be 
identified.

2 CGT consider that the 
current communications 
and liaison 
arrangements would 
enable an incident to be 
reported and discussed 
by key staff and an 
appropriate decision 
made by senior staff on 
a response.

n/a n/a



Rec. Risk 
Area

Finding Recommendation Priority Management
Comments

Implementati
on

Timetable
(dd/mm/yy)

Responsible
Officer

(Job Title)

15 Operati
onal

An unsigned SLA with the 
City of Cardiff Council was 
provided which expired in 
2011. The SLA covers 
payroll, payslips, end of 
year HMRC forms, 
integrated HR including 
absence management, 
training and contracts and 
had a one year notice 
period. The Cardiff Council 
payroll SLA is operating on 
the basis that, in the 
absence of any notice of 
termination, it is still in 
force.

A new service 
level agreement 
including details 
of service 
provision, costs 
and data 
protection 
compliance be 
implemented 
between the 
Brecon Beacons 
National Park 
Authority and the 
City of Cardiff 
Council in 
relation to 
Payroll Services.

2 Copy of signed SLA 
was not requested, the 
version seen by audit is 
unsigned as it is an 
electronic copy held on 
file.  Cardiff Payroll 
Services Manager has 
requested a revised 
draft SLA from the 
Cardiff legal services 
team which 
incorporates provision 
for GDPR.  The Finance 
Manager has discussed 
the replacement of the 
current rolling contract 
with a fixed term SLA 
and seek advice on the 
legal implications of 
inter-authority services 
vs competitive 
tendering.

31/10/19 Finance 
Manager

16 Operati
onal

Ad hoc Data Protection 
Officer services are being 
provided to the 
Pembrokeshire Coast 
National Park Authority 
although a service level 
agreement for provision of 
these services is not in 
place.

A Service Level 
Agreement be 
implemented 
between the 
Pembrokeshire 
Coast National 
Park Authority 
and the Brecon 
Beacons 
National Park 
Authority to 
reflect the new 
role and 
responsibilities 
of the Data 
Protection 
Officer within the 
two Authorities, 
the support 
arrangements 
and any 
attributable costs 
associated with 
the service.

2 Agreed, needs to be 
initiated by PCNPA.

n/a n/a



Rec. Risk 
Area

Finding Recommendation Priority Management
Comments

Implementati
on

Timetable
(dd/mm/yy)

Responsible
Officer

(Job Title)

8 Operati
onal

Business Continuity is not 
identified within the Audit 
Assurance Framework 
2019/20 under Organisation 
and Governance

The key controls 
and positive 
assurance 
sources 
associated with 
the Business 
Continuity Risks 
need to be fully 
reflected within 
the Audit 
Assurance 
Framework.

3 Agreed 31/10/19 31/10/19

9 Operati
onal

The roles in relation to 
Business Continuity are set 
out in the Business 
Continuity Roles and 
Responsibilities and Terms 
of Reference.  However, the 
HR Officer no longer has 
responsibility for health and 
safety or premises due to 
recent changes but this has 
not been reflected.

The Business 
Continuity Terms 
of Reference 
and Roles and 
Responsibilities 
document needs 
to be updated to 
reflect the 
changes in 
responsibility for 
health and safety 
and premises.

3 Agreed 31 
December 

2019

Systems and 
Performance 
Manager

12 Operati
onal

The Business Continuity 
Plan documents are held 
and updated by the IT and 
Systems Manager.  It is 
best practice for key named 
individuals to have access 
to up to date hard and 
electronic copies of the plan 
reducing dependence on 
one member of staff.

Key individuals 
within the 
Authority be 
provided with up 
to date electronic 
and hard copies 
of the Business 
Continuity Plan 
so that there is 
not dependence 
on one individual 
in the event of 
the Plan being 
needed.

3 Agreed 31 
December 

2019

Systems and 
Performance 
Manager

Cyber Security



Rec. Risk 
Area

Finding Recommendation Priority Management
Comments

Implementati
on

Timetable
(dd/mm/yy)

Responsible
Officer

(Job Title)

17 Operati
onal

It was identified during the 
review that the Authority 
has retained approximately 
fifteen years of quarterly 
backup tapes, many of 
which are on tape formats 
that the Authority no longer 
has the appropriate 
hardware to access.

The current 
strategy for the 
retention of 
backup tapes be 
reviewed.

2 Agreed – needs 
discussion at CGT to 
properly understand 
implications.

31 
December 

2019

Systems and 
Performance 
Manager

18 Compli
ance

The Authority has recently 
introduced dash cams in its 
vehicles and these are 
subject to data protection 
requirements

A policy and 
data protection 
impact 
assessment be 
documented for 
the use of 
corporate dash 
cams that 
includes the 
retention and 
sharing 
arrangements for 
the images.

2 Underway 30/09/19 Systems and 
Performance 
Manager

1.3 Audit programme progress

Progress to date on the internal audit programme for the year is monitored by TIAA and is 
summarised in Enclosure 2.   There is a briefing section in Appendix B of the enclosure which 
highlights general issues of relevance to public sector governance and developments in 
legislation which impact on the role and focus of Audit Committees.   

 The second block of audit work is currently underway and the findings will be reported to the 
Committee in early 2020.  Detail of the audits being undertaken are included below.

Qua
rter

Fundamental Audits Type
D
ay
s

Rationale and  Scope

Bloc
k 2

Key Financial Controls 
(General Ledger, 
Creditors, 
Procurement)

Complia
nce

3 Rationale

Key Financial controls. Annual review looking at core areas on a 
cyclical basis.



Qua
rter

Fundamental Audits Type
D
ay
s

Rationale and  Scope

Scope

The review considers the effectiveness of the key financial 
controls which provide assurance that the following systems are 
operating in accordance with the organisation’s requirements:

 General Ledger;
 Creditors;
 Procurement.

Bloc
k 2

Health and Safety 
Management

Assuran
ce

3 Rationale

Brought forward from 2020/2021 at Management’s Request.  

Scope

The review will consider the management and reporting of health 
and safety and the underlying health and safety risk assessment 
processes.

Bloc
k 2

Follow-up Follow 
up

1 Follow-up of implementation actions from audit reports, ensuring 
the Organisation is implementing recommendations, and 
providing reports to the Audit and Scrutiny Committee.

1.4 Outstanding Actions from previous audits
Actions arising from the above audits will be assigned to managers and monitored by CGT.  
Below is a summary of the remaining actions arising from 2018/19 audits. An audit review of 
implementation of all management actions arising from 2018/19 is being undertaken as part of 
the block 2 audit.

2018/19 – YEAR 1 - Block 1 June 2018

Governance – Performance Management

Outstanding Actions New 
process 
or Task?

Issues or further action identified When by? Who by?

All reporting officers must provide 
a comment against each PI on at 
least a quarterly basis – these will 
be reviewed by Managers.

Process Information is missing and is not 
being chased up by 
department/service leads.

Action:

Review use and management of 
Ffynnon to ensure best value 

31/3/20 CGT/DMT



General Data Protection Regulations readiness

Outstanding Actions New 
process 
or Task?

Issues or further action identified When by? Who by?

A mechanism for monitoring 
progress against the Data 
Protection Act 2018 compliance 
plan be established.

Process Action: 

A progress review is being carried 
out by the IT Manager.

31/8/19 IT Manager/CGT

2018/19 – YEAR 1 - Block 2  October 2018

Project Management 

Outstanding Actions New 
process 
or Task?

Issues or further action identified When by? Who by?

Grants Policy to be drafted, to 
include process of initiation and 
review on completion.

Task Action: 

Project Closure template document 
is drafted

30/9/19 Delivery Director

Strategic control 

Outstanding Actions New 
process 
or Task?

Issues or further action identified When by? Who by?

Member role description to be 
reviewed jointly by all three Welsh 
NPA’s.

Task Action: review the generic role 
description.  This is a requires 
National Parks Wales 
consideration and will take some 
time to process.

31/3/20

CEO

Democratic Services 
Manager

2019/20 – YEAR 2 - Block 1 -  July 2019

Human Resources

Outstanding Actions New 
process or 
Task?

Issues or further action 
identified

When by? Who by?

A Recruitment Policy be drafted, 

Task Action: HR Officer to 
prepare a draft policy for:

 



approved and implemented.  CGT

SMF

Authority 

31/10/19

30/11/19

31/12/19

HR Officer, CGT

The proposed recruitment 
procedure be finalised

Action: HR Officer to 
prepare a procedure and 
disseminate to managers

31/10/19 HR Officer

The Pay and Allowances Staff 
Expenses Policy be reviewed and 
updated as necessary.

Action:  HR officer to 
review and submit any 
amendments to CGT 31/10/19 HR Officer, Finance 

Manager

Business Continuity Planning 

Outstanding Actions New 
process or 
Task?

Issues or further action 
identified

When by? Who by?

The Business Continuity Strategy be 
reviewed and approved by the 
Corporate Governance Team and 
the Authority.

Task Action:  Strategy to be 
reviewed and updated roles 
and responsibilities for key 
personnel revised.

31/12/19 Systems and 
Performance 
Manager

The Disaster Recovery and 
Communications Plans be updated 
annually or as key changes take place

Process Action:  Agreed – S&P 
Manager to convene a 
meeting of key staff.

31/10/19 Systems and 
Performance 
Manager

Each area of the organisation be 
required to maintain a log containing 
specific information including key 
contacts, key suppliers, staff 
accessibility, critical systems and the 
maximum downtime period of those 
systems.

Process Action:  Key managers 
should be required to ensure 
that up to date service 
continuity information 
relevant to their work area 
is maintained and accessible 
to other team members and 
the Director/CEO.

Director/CEO to designate 
key managers.

31/3/20 CEO/Delivery 
Director

General Data Protection Regulations 

Outstanding Actions New 
process or 
Task?

Issues or further action 
identified

When by? Who by?



A new service level agreement 
including details of service provision, 
costs and data protection compliance 
be implemented between the Brecon 
Beacons National Park Authority and 
the City of Cardiff Council in relation 
to Payroll Services.

Task Finance Manager to arrange 
for an updated and GDPR-
compliant SLA to be entered 
into with Cardiff Council, 
subject to a consultation 
with the Monitoring Officer 
on applicability of contract 
standing orders to the 
approval of a revised SLA.

31/10/19 Finance 
Manager/Cardiff 
Council legal 
department.

A Service Level Agreement be 
implemented between the 
Pembrokeshire Coast National Park 
Authority and the Brecon Beacons 
National Park Authority to reflect 
the new role and responsibilities of 
the Data Protection Officer within 
the two Authorities, the support 
arrangements and any attributable 
costs associated with the service.

Task PCNPA be requested to 
draft an SLA setting out the 
role and responsibilities of 
BBNPA in providing a Data 
Protection Officer to the 
Authority.

31/10/19 Delivery 
Director/Systems 
and Performance 
Manager.

Cyber Security 

Outstanding Actions New 
process or 
Task?

Issues or further action 
identified

When by? Who by?

The current strategy for the 
retention of backup tapes be 
reviewed.

Task Revised strategy to be 
reviewed by CGT

31/12/19 Systems and 
Performance 
Manager.

A policy and data protection impact 
assessment be documented for the 
use of dashboard cameras that 
includes the retention and sharing 
arrangements for the images 
corporate dashboard cameras that 
includes the retention and sharing 
arrangements for the images

Task Assessment to be 
documented

30/09/19 Systems and 
Performance 
Manager.

1.5 Risk
Internal audits address areas assessed as higher risk for the Authority and will recommend 
actions which will help to manage and reduce risks.  Internal audit is one of the tools which is 
used by Members and management to gain assurance that internal controls are operating 
effectively.  



1.6 Conclusion
Members and senior management should understand the internal controls operated by the 
Authority and take action where significant risks or weaknesses are identified.  Action in this 
regard will need to be prioritised in the context of the Authority’s limited resources in the light 
of appetite for risk.

RECOMMENDATION:

a) That the contents of the report and outstanding management actions are 
accepted.


